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QKD networks with untrusted relay is needed
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Integration is inevitable for future developments
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* Enhanced security: untrusted relay
* Low cost: mass production

* Scalable: star-type topology

Chip: transmitter only, free of loss
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e 1.25 GHz chip-based MDI-QKD with random modulations
* Sichip integrates all the encoding components for transmitter

K. Weix, W. Li* et al., arXiv: 1911.00690 (2019), accepted by PRX.




1.25 GHz modulation High-visibility independent laser sources
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* Four independently adjustable levels
10 GSa/s, 7.5 Vpp
* DC coupled
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The transmitter is ready p  Detecting
to be enclosed in a / " |

i

shoebox-size chassis
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* Side channels in high-speed QKD

* Side channels in chip-based QKD
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Intensity deviation is less than 12% K.-i. Yoshino et al., npj Quantum Inf. 4, 8 (2018).
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DC coupled is better than AC coupled
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* Side channels in chip-based QKD
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Time-bin encoding transmitter reflectivity: -42.87dB

Lucamarini et al., Phys. Rev. X 5, 031030 (2015).

Reflectivity of our chip is smaller
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MDI-QKD is more vulnerable to Trojan Horse attack

K. Tamaki et al., New Journal of Physics 18, 065008 (2016).



* Polarization dependent loss
Less than 0.8 dB

* |Intensity fluctuation
Less than 0.04 dB

* Phase randomization
T. Kobayashi et al., Phys. Rev. A 90, 032320 (2014).

Solution?

K. Tamaki et al., Phys. Rev. A 90, 052314 (2014).
M. Pereira et al., np] Quantum Inf. 5, 62 (2019).

A0 b ‘
e X
ﬂ 101

\

|

\»". - J 1
d |

00fjo000L001f0
1111100004

11111V




ymm Alice Bob  Mas

K. Wei*, W. Li* et al., arXiv: 1911.00690 (2019),
accepted by PRX.

* Patterning effect

* Trojan Horse attack

* Polarization dependent loss

Silicon photonic chip-based MDI-QKD
1.25 GHz random modulation
Highest secret key rate

Side channels are characterized

Intensity fluctuation

Phase randomization
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