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Introduction
Measurement device-independent quantum key distribution (MDI QKD) protocols allow 

two distant parties, Alice and Bob, to distribute a shared, secret cryptographic key, even in the 
presence of an eavesdropper, Eve, who has complete control of their quantum channels and 
the measurement devices employed in the protocol [1, 2]. Typically, Alice and Bob prepare a 
set of signal states, send them to a central measurement node potentially controlled by Eve, 
which then makes an announcement based on a measurement it may or may not have 
faithfully executed. The cost of the information-theoretic security in such a setting is that Alice 
and Bob need to trust and characterize the optical sources they employ to send signals to the 
measurement devices. Thus, a proper understanding of the source features and flaws, and 
knowing how to account for them in a security proof is especially valuable for quantifying the 
key rates offered by an MDI protocol.

In this work, we answer a seemingly simple question: how do you construct a security 
proof for an MDI QKD protocol that employs trusted, yet noisy – i.e. mixed – signal states, 
given that Eve may not hold the purification of the mixture? In the case state preparation 
noise can be trusted and characterized, but perhaps not reduced, we provide here a simple 
analytical and numerical toolbox for calculating an optimal secret key rate. Concentrating on 
the qubit signal state case, we find that the mixed states can be interpreted as providing Alice 
and Bob with a virtual shield system they can employ to reduce Eve's knowledge of the secret 
key. We then introduce a simple semidefinite programming method for optimizing the virtual 
twisting operations they can perform on the shield system to yield a higher key rate, along 
with an example calculation of fundamentally achievable key rates in the case of random 
polarization modulation error.

Background
Loss-tolerant	QKD

The loss-tolerant protocol [3] uses basis mismatch statistics to infer phase error rates that 
cannot be directly observed in the case state preparation is non-ideal. In the tilted four state 
protocol, Alice and Bob each prepare four mixed qubit signal states {𝜌#

$,&} and {𝜎)
*,+}, that they 

will send respectively with probabilities 𝑝$,&and 𝑞*,+ to the central measurement node 
controlled by Eve. When Alice and Bob choose 𝑖, 𝑗 = (0,0) these are the key generation 
states, with (𝑥, 𝑦) corresponding to their key bit values. Following the security proof of the loss 
tolerant protocol, we require that the sets of states {𝜌#

$,&} and {𝜎)
*,+}	each form a tetrahedron 

on the Bloch sphere, meaning the Bloch vectors cannot all lie in the same plane [3].
In our reframing of the loss-tolerant proof technique, we show how the initial states and 

detection probabilities are sufficient to solve for the Gramian matrix of Eve’s system, which 
contains all the parameters required for calculation of the key rate formula from the six-state 
protocol, even with the inclusion of twisting operations.

Twisting	operations
Typically, the security of QKD is analyzed in terms of Alice and Bob's ability to virtually 

distill maximally entangled EPR pairs, since measurement of such pairs yields perfectly 
correlated keys, and by the monogamy of entanglement, the results cannot be correlated with 
anyone else, including Eve. However, it is known that a larger class of states known as 
private states [4-7] are fundamentally what is required to produce secret key. Formally, private 
states can be constructed from an EPR pair if Alice and Bob take ancillary shield systems 
they control, and apply a “twisting” unitary operation between the EPR pair and the shields, 
the condition being that this twisting leave unaffected the measurement results that generate 
secret key. Since twisting does not change the key, private states can then be understood as 
deflecting some of Eve's attack on the systems that generate key to the shield systems. See 
Fig. 1 for a diagram of this concept.

In our technique, we show that the mixing noise of the signal states can be treated in a 
virtual picture as being equivalent to Alice and Bob employing shield systems that can be 
used to decrease Eve's knowledge of the key. Completely within this virtual picture, we can 
apply unitary twisting operations to the shields to decrease the phase errors of the protocol, 
increasing the secret key rate. We provide simple semi-definite programs to find the optimal 
twisting operations, yielding the optimal key rate under this framework.

Characterizing	Eve’s	system
Our reframing of the loss-tolerant protocol proof technique can be summarized as:

1. Alice and Bob prepare the 16 states:

2. These states evolve to Eve and an announcement:
3. The detection probability impose constraints:

4. Solve for Eve’s Gramian matrix: 

Fig. 1 – (a) A real MDI QKD protocol: Alice and Bob each prepare mixed states associated with bit (𝑥, 𝑦)	and basis (𝑖, 𝑗)	values. They send 
their states to a central node controlled by Eve, who makes an announcement Z. (b) A virtual version of the key generation states in the 
protocol: in a purified picture, Alice and Bob's mixed signal states are entangled with virtual qubits 𝐴̅, 𝐵: which coherently store the bit 
values (𝑥, 𝑦). Measurement of 𝐴̅, 𝐵:	in the computational basis yields the raw keys. The 𝐴, 𝐵 systems are additionally purified by the 𝐴′, 𝐵′
systems to account for trusted noise in the source. Only the 𝐴, 𝐵 systems are sent to Eve. (c) An alternative virtual purification: all 
purifications are related by unitary operations applied to, in general, a joint purifying ancilla, yielding private states in 𝐴̅𝐵:𝐴′𝐵′. These 
“twisting” operations can optimally boost the secret key rate as they can modify the phase error rates which Alice and Bob need to 
estimate. In (a)–(c), the signal states sent and the observed protocol statistics (detection and bit error rates) are the same.
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the true average signal state. Lastly, an approach for
finding a numerical lower bound on the Devetak-Winter
secret key rate [12] for MDI-QKD protocols is provided
by [13, 14]; their technique is in principle extendable to
noisy state preparation. In our work, we take a con-
ceptually simpler strategy of directly optimizing the key
rate formula from [15], which uses the bit, x and y phase
errors of qubits in a virtual picture of the protocol.

In the case state preparation noise can be trusted and
characterized, but perhaps not reduced, we provide here
a simple analytical and numerical toolbox for calculating
an optimal secret key rate. First, we provide a re-framing
of the tilted four-state loss-tolerant protocol which pro-
vides a method for fixing Eve’s degrees of freedom in the
secret key rate [8, 16, 17]. However, as the signal states
are mixed, the security also depends on how we treat
the trusted noise in the signal state generation. Typi-
cally, the security of QKD is analyzed in terms of Alice
and Bob’s ability to virtually distill maximally entangled
EPR pairs, since measurement of such pairs yields per-
fectly correlated keys, and by the monogamy of entangle-
ment, the results cannot be correlated with anyone else,
including Eve. However, it is known that a larger class
of states known as private states [18–21] are fundamen-
tally what is required to produce secret key. Formally,
private states can be constructed from an EPR pair if
Alice and Bob take ancillary shield systems they control,
and apply a “twisting” unitary operation between the
EPR pair and the shields, the condition being that this
twisting leave una↵ected the measurement results that
generate secret key. Since twisting does not change the
key, private states can then be understood as deflecting
some of Eve’s attack on the systems that generate key
to the shield systems. See Fig. 1 for a diagram of this
concept.

In our technique, we show that the mixing noise of
the signal states can be treated in a virtual picture as
being equivalent to Alice and Bob employing shield sys-
tems that can be used to decrease Eve’s knowledge of the
key. Completely within this virtual picture, we can ap-
ply unitary twisting operations to the shields to decrease
the phase errors of the protocol, increasing the secret key
rate. We provide simple semi-definite programs to find
the optimal twisting operations, yielding the optimal key
rate under this framework. Semi-definite programming
[22] has recently become a powerful tool for quantifying
the asymptotic security of QKD protocols [13, 14, 23–28].
While private states have been of significant conceptual
interest, as far as we are aware, this is the first application
of private states in a practical QKD setting. Finally, we
apply our technique to calculating fundamentally achiev-
able key rates in an MDI QKD protocol with randomized
modulation error in the state preparation procedure. We
note that our technique is applicable to a general class of
MDI QKD protocols in which Alice and Bob each employ
four qubit signal states; as we will see, so long as their

states do not fall in the same plane of the Bloch sphere
(which is easy to impose in practice), they can be sub-
ject to general asymmetric preparation noise. Moreover,
these signal states can be the single photon components
of phase randomized coherent states in a decoy state pro-
tocol.

CHARACTERIZING EVE’S STATE

We consider an MDI QKD protocol in which Alice and
Bob each prepare four mixed qubit signal states {⇢i,x

A
}

and {�j,y

B
}, that they will send respectively with prob-

abilities p
i,x and q

j,y to the central measurement node
controlled by Eve. Here, i = 0, 1, j = 0, 1 index two sets
of states Alice and Bob each independently choose from.
When Alice and Bob choose i, j = (0, 0) these are the
key generation states. All other settings i, j correspond
to test states used to constrain the phase errors. When
i, j = (0, 0), (x, y) correspond to their key bit values,
while for other combinations of (i, j), (x, y) simply index
which test signal states are being sent. Following the se-
curity proof of the loss tolerant protocol [8], we require
that the sets of states {⇢i,x

A
} and {�j,y

B
} each form a tetra-

hedron on the Bloch sphere, meaning the Bloch vectors
cannot all lie in the same plane [8]. In a decoy state pro-
tocol, these signal states correspond to the single photon
components of phase-randomized weak coherent pulses;
in the Supplementary Material, we provide steps for how
to use our technique within a decoy state protocol in the
asymptotic limit of an infinite number of decoys.
We now invoke that these are two-dimensional signal

states, so each can be fully characterized with two or-
thonormal basis vectors, which we can take without loss
of generality to be the polarization states |Hi , |V i:

⇢
i,x

A
�
j,y

B
=

VX

m,m
0
,

n,n
0=H

c
i,x

m,m0d
j,y

n,n0 |m,ni hm0
, n

0|
A,B

(1)

Under unitary evolution, each of these basis vectors
evolves to a (subnormalized) state in Eve’s possession as
well as a classical announcement, z, which we take to be
pass or fail: |m,ni

A,B
!

P
F

z=P
|ez

m,n
i
E
|zi

Z
. This pro-

cess generalizes simply to multiple announcement events,
such as which Bell state Eve claims to have detected.

The probabilities that Eve announces a round suc-
cessfully passed as a function of the signal states sent
p
i,j,x,y

det
= p(z = P |i, j, x, y), provide constraints on the

inner product of Eve’s vectors heP
m0,n0 |ePm,n

i
E
:

p
i,j,x,y

det
= p

i,x
q
j,y

VX

m,m
0
,

n,n
0=H

c
i,x

m,m0d
j,y

n,n0 hePm0,n0 |ePm,n
i
E

(2)

p
i,j,x,y

det
are observable quantities in the protocol, and they
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While private states have been of significant conceptual
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apply our technique to calculating fundamentally achiev-
able key rates in an MDI QKD protocol with randomized
modulation error in the state preparation procedure. We
note that our technique is applicable to a general class of
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Optimal	choice	of	virtual	protocol
The key generation states, 𝑝<,&𝑞<,+𝜌#

<,&𝜎)
<,+ can be considered virtually:

where we have constraints 𝛾>?,@?
&,+ 𝛾>,@

&,+

#?)?
= 𝑝<,&𝑞<,+𝑐>,>?

<,& 𝑑@,@?
<,+ , since to generate key, Alice 

and Bob measure 𝐴̅, 𝐵: in the computational basis. This purification is not unique, and so we 
have freedom to choose the virtual picture that yields the optimal key rate. Since Eve does 
not have access to 𝐴C𝐵′ any purification will yield a suitable lower bound on the key rate.

We can parametrize all purifications using twisting unitary operations [4-7] applied to the 
virtual ancillary systems in |𝜁⟩:

Such an operation is entirely virtual, so it can be nonlocal in general and never needs to be 
executed in the real protocol.

To quantify the security, we employ the key rate formula from the six-state protocol [8-10]:

We find that the linear combinations 𝑒± 	= 	 𝑒I ±	𝑒J are linear functions with respect to the 
elements of Eve's Gramian matrix 𝑒>?,@?

K 𝑒>,@K
L
, which are already known, as well as with 

respect to matrix elements 𝛾>?,@?
&?,+? 𝑈#?)?

&?,+?N𝑈#?)?
&,+ 𝛾>,@

&,+

#?)?
, the Gramian matrix of the twisted 

ancillary system states. Since our task is to modify the twisting operation to boost the key 
rate, these latter elements form the optimization variables of our problem.

Moreover, we find that 𝑒O only depends on UO = 𝑈#?)?
<,<N𝑈#?)?

Q,Q and 𝑒R only depends on UR =
𝑈#?)?
<,QN𝑈#?)?

Q,< . Since the 𝑈#?)?
&,+ can be defined independently of each other, the optimization of 𝑒O

can be decoupled from the optimization of 𝑒R, so we can overcome the nonlinearity 
introduced by ℎT(⋅).

Taking stock, we have two independent objective functions 𝑒±, which are linear with 
respect to the Gramian matrix of the ancillae, which is a positive semidefinite matrix by 
construction. Thus, these optimization problems take the form of semidefinite programs which 
can be solved numerically on a standard laptop in a few seconds using available packages for 
Python [11-12]. While previous literature on twisting operations had noted the opportunity for 
optimizing 𝑈 [7], no explicit procedure was constructed. Here, we have closed this gap, 
increasing the practicality of utilizing a virtual twisting operation as a step in the security proof.

Example:	random	modulation	error

calculated using a suboptimal purification, which was constructed by simply diagonalizing
Alice and Bob's signal states and having the ancillary systems index the eigenvalues in 
decreasing order. We find that our technique provides a modest increase over the “naïve” 
purification one could have chosen, our technique's advantages being most significant as the 
depolarizing noise gets stronger (making the initial states more mixed), and at longer 
distances when the untrusted channel noises (loss and dark counts) accrue. Additionally, we 
see a better key rate can be produced by physically reducing state preparation noise; 
however, once one has improved the real states as best as possible, our technique provides 
confidence that one has optimized over all possible ancillary states of the purification that are 
consistent with the protocol statistics without worry that one has chosen a pessimistic virtual 
picture.
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and Bob’s labs, meaning we can trust Eve does not have
access to manipulate A

0
B

0. The mixedness of the signal
states then results in an e↵ective virtual shield Alice and
Bob can use to minimize Eve’s knowledge of the secret
key.

The key generation states, p0,xq0,y⇢0,x
A

�
0,y
B

can be con-
sidered virtually as a state of the form:

|⇣i =
X

x,y

|x, yiĀB̄

VX

m,n=H

|�x,y

m,n
iA0B0 |m,niAB (4)

where we have constraints from the states in Eq. 1:

h�x,y

m0,n0 |�x,y

m,n
i
A0B0 = p

0,x
q
0,y

c
0,x
m,m0d

0,y
n,n0 = �̂ts (5)

since to generate key, Alice and Bob measure ĀB̄ in the
computational basis. The crucial point is that this pu-
rification is not unique [38], and so we have freedom to
choose the virtual picture that yields the optimal key
rate. Since Eve does not have access to A

0
B

0, any purifi-
cation will yield a suitable lower bound on the key rate,
but we will show how to choose the optimal purification
with simple semidefinite programs.

We can parametrize all purifications using twisting uni-
tary operations [18–21] applied to the virtual ancillary
systems in |⇣i:

UĀB̄A0B0 =
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x,y=0

|x, yihx, y|ĀB̄ ⌦ U
x,y

A0B0 (6)

Such an operation is entirely virtual, so it can be nonlo-
cal in general and never needs to be executed in the real
protocol. Twisting does not a↵ect any of the real ob-
served detection probabilities, which correspond to Alice
and Bob first projecting ĀB̄ in the computational basis,
as we show in the Supplementary Material. Moreover,
since only the A,B portion of |⇣i evolves unitarily to
E,Z, the twisting operation need not be fixed from the
beginning of the protocol, and its choice can and should
be informed by the statistics of the protocol. We next
show exactly how these twisting operations a↵ect the se-
cret key formula.

To quantify the security of the protocol, we employ
the key rate formula from the six-state protocol [15, 29,
30], noting, however, that our protocol employs only four
states:
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where h2(·) is the binary entropy function, and eX and
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six-state protocol key rate provides generally higher key
rates than the Shor-Preskill key rate [39] because it takes
into account correlations between the bit and phase error
patterns.
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ancillary system states. Since our task is to modify the
twisting operation to boost the key rate, these elements
form the optimization variables of our problem. Their
only constraint is provided by Eq. 5, since by construc-
tion when x = x

0
, y = y

0, the twisting operations cancel
to not a↵ect the form of the real protocol signal states.
Of course, the binary entropy function in the key

rate formula from Eq. 7 breaks the linearity of the
key rate optimization with respect to eX and eY ; how-
ever, the linear combinations e± = eX ± eY can in-
stead be chosen as the objective functions of the op-
timization, since they are still linear with respect to
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can be defined independently of each other, the optimiza-
tion of e+ can be decoupled from the optimization of e�,
so we can overcome the nonlinearity introduced by the
binary entropy function in Eq. 7 by taking advantage of
the monotonicity of h2(·) and optimizing the arguments
e± of the function instead.
Taking stock, we have two independent objective func-
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As a study of fundamentally achievable key rates, 
we consider the following two-parameter (𝛿, 𝑝)-model 
for the initial states. We suppose Alice and Bob attempt 
to prepare the states 
{|𝐻⟩, |𝑉⟩, |𝐻⟩ + |𝑉⟩ 2�⁄ , (|𝐻⟩ − 𝑖|𝑉⟩) 2�⁄ }; however, 
each state is subject to a modulation error which we 
treat as a random variable. The resulting average 
states can be treated as having a constant offset angle 
from the ideal Bloch vector, parametrized by 𝛿, as well 
as a depolarization noise parametrized by 𝑝, which 
shortens the Bloch vector and introduces incoherent 
mixing to the states. 

In Fig. 2, we plot the asymptotic key rate found 
using our technique as a function of distance for 
various pairs (𝛿, 𝑝). We assume a Bell state detection 
scheme similar to [1], with overall detection efficiency of 
50%, a dark count probability of 10-5 per pulse per 
detector, loss in fiber of 0.2 dB/km, and error correction 
efficiency of 1. For comparison with the key rate 
produced with our optimization, we plot the key rate

Fig. 2 – Key rate calculations for state preparation 
with random polarization modulation error
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we have taken |�+i to be the target Bell state that Alice
and Bob wish to distill in a virtual picture we describe
in the next Section.
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0), which we flatten to one label
s = 1, ..., 16. Thus, we can define ~es = heP
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the vectorized form of the Gramian matrix of Eve’s states
associated with a passing announcement. Solving for
~e means we can then calculate any objective function
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i
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, including all the phase error rates in

the six-state protocol key rate formula [8, 15, 29, 30],
even though we are only using four states, since the four
states are chosen to provide complete characterization of
Eve’s strategy. Additionally, we see that with Alice and
Bob sending four states each, (i, j, x, y) also takes on six-
teen combinations, which we can label with t = 1, ..., 16.
Hence, we can define a vector containing all the success-
ful detection probabilities (~pdet)t = p
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, and a matrix

dependent on the initial states from Eq. 1 used in the
protocol �̂ts = p
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We see that Eq. 2 can be written compactly as:
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where we additionally see that as long as �̂�1 exists, then
we can exactly solve for ~e. We note the basis ordering
of �̂ can be chosen so that its rows are the tensor prod-
uct of the vectorized forms of the probability-weighted
signal states vec(pi,x⇢i,x
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)T ⌦vec(qj,y�j,y
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)T . Since invert-

ibility of �̂ is equivalent to its rows being linearly inde-
pendent, this provides a clear minimum requirement for
state preparation, namely that the vectorized forms of
the states which Alice and Bob use in the protocol must
be linearly independent. In the Supplementary Mate-
rial, we show that meeting this condition is equivalent to
sending four states that form a tetrahedron on the Bloch
sphere, as found in the original security proof of the tilted
four-state loss tolerant protocol [8].

Remark: Having reframed the security proof from the
loss-tolerant protocol in this form, we observe that the
process from Eq. 3 can also generalize straightforwardly
to MDI QKD protocols employing discrete-variable high-
dimensional degrees of freedom, such as those employ-
ing orbital angular momentum [31–33] or timebin en-
codings [26, 34]. For Alice and Bob each sending d-
dimensional systems, the Gramian matrix heP

m0,n0 |ePm,n
i
E

of Eve’s states contains in general d4 elements. Thus,
Alice and Bob can each prepare d

2 states within the d-
dimensional space, that will in turn yield d

4 observable
detection probabilities. They can prepare their states
subject to vec(pi,x⇢i,x

A
) ⌦ vec(qj,y�j,y

B
) being linearly in-

dependent, where (i, j, x, y) has d4 possibilities. This con-
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FIG. 1. (a) A real MDI QKD protocol: Alice and Bob each
prepare mixed states associated with bit (x, y) and basis (i, j)
values. They send their states to a central node controlled by
Eve, who makes an announcement Z. (b) A virtual version of
the key generation states in the protocol: in a purified pic-
ture, Alice and Bob’s mixed signal states are entangled with
virtual qubits ĀB̄ which coherently store the bit values (x, y).
Measurement of ĀB̄ in the computational basis yields the raw
keys. The AB systems are additionally purified by the A0B0

systems to account for trusted noise in the source. Only the
A,B systems are sent to Eve. (c) An alternative virtual pu-
rification: all purifications are related by unitary operations
applied to, in general, a joint purifying ancilla, yielding pri-
vate states in ĀB̄A0B0. These “twisting” operations can opti-
mally boost the secret key rate as they can modify the phase
error rates which Alice and Bob need to estimate. In (a)–
(c), the signal states sent and the observed protocol statistics
(detection and bit error rates) are the same.

dition of linear independence for the vectorized density
matrices is a much less stringent condition to satisfy for
high-dimensional protocols than e.g. employing eigen-
states of a su�cient number of mutually unbiased bases
[35, 36], while still allowing for complete characterization
of the parameters in the high-dimensional secret key rate
formula that are dependent on Eve’s system [37].

OPTIMAL CHOICE OF VIRTUAL PROTOCOL

Having characterized Eve’s Gramian matrix entirely
from observable parameters in the protocol, we now move
to a virtual picture for the key generation signal states
to calculate the remaining parameters of the secret key
rate. In this virtual picture, which is depicted in Fig. 1,
the states of systems A,B from Eq. 1 are entangled with
virtual qubits Ā, B̄ that Alice and Bob keep in their lab
[8]. Importantly, since these signal states are mixed, we
require additional purifying ancillary systems A

0
B

0. We
assume that the sources of noise are confined to Alice
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Measurement of ĀB̄ in the computational basis yields the raw
keys. The AB systems are additionally purified by the A0B0

systems to account for trusted noise in the source. Only the
A,B systems are sent to Eve. (c) An alternative virtual pu-
rification: all purifications are related by unitary operations
applied to, in general, a joint purifying ancilla, yielding pri-
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i
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of Eve’s states contains in general d4 elements. Thus,
Alice and Bob can each prepare d

2 states within the d-
dimensional space, that will in turn yield d

4 observable
detection probabilities. They can prepare their states
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FIG. 1. (a) A real MDI QKD protocol: Alice and Bob each
prepare mixed states associated with bit (x, y) and basis (i, j)
values. They send their states to a central node controlled by
Eve, who makes an announcement Z. (b) A virtual version of
the key generation states in the protocol: in a purified pic-
ture, Alice and Bob’s mixed signal states are entangled with
virtual qubits ĀB̄ which coherently store the bit values (x, y).
Measurement of ĀB̄ in the computational basis yields the raw
keys. The AB systems are additionally purified by the A0B0

systems to account for trusted noise in the source. Only the
A,B systems are sent to Eve. (c) An alternative virtual pu-
rification: all purifications are related by unitary operations
applied to, in general, a joint purifying ancilla, yielding pri-
vate states in ĀB̄A0B0. These “twisting” operations can opti-
mally boost the secret key rate as they can modify the phase
error rates which Alice and Bob need to estimate. In (a)–
(c), the signal states sent and the observed protocol statistics
(detection and bit error rates) are the same.

dition of linear independence for the vectorized density
matrices is a much less stringent condition to satisfy for
high-dimensional protocols than e.g. employing eigen-
states of a su�cient number of mutually unbiased bases
[35, 36], while still allowing for complete characterization
of the parameters in the high-dimensional secret key rate
formula that are dependent on Eve’s system [37].

OPTIMAL CHOICE OF VIRTUAL PROTOCOL

Having characterized Eve’s Gramian matrix entirely
from observable parameters in the protocol, we now move
to a virtual picture for the key generation signal states
to calculate the remaining parameters of the secret key
rate. In this virtual picture, which is depicted in Fig. 1,
the states of systems A,B from Eq. 1 are entangled with
virtual qubits Ā, B̄ that Alice and Bob keep in their lab
[8]. Importantly, since these signal states are mixed, we
require additional purifying ancillary systems A
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can also be used to directly calculate some quantities re-
quired for the secret key rate formula, such as the de-
tection probability in the key basis, p0,0

det
=

P
x,y

p
0,0,x,y
det

,

and the bit error rate eZ = (p0,0,0,1
det

+p
0,0,1,0
det

)/p0,0
det

, where
we have taken |�+i to be the target Bell state that Alice
and Bob wish to distill in a virtual picture we describe
in the next Section.

For qubit signal states there are sixteen combina-
tions of (m,n,m

0
, n

0), which we flatten to one label
s = 1, ..., 16. Thus, we can define ~es = heP

m0,n0 |ePm,n
i
E
,

the vectorized form of the Gramian matrix of Eve’s states
associated with a passing announcement. Solving for
~e means we can then calculate any objective function
of heP

m0,n0 |ePm,n
i
E
, including all the phase error rates in

the six-state protocol key rate formula [8, 15, 29, 30],
even though we are only using four states, since the four
states are chosen to provide complete characterization of
Eve’s strategy. Additionally, we see that with Alice and
Bob sending four states each, (i, j, x, y) also takes on six-
teen combinations, which we can label with t = 1, ..., 16.
Hence, we can define a vector containing all the success-
ful detection probabilities (~pdet)t = p

i,j,x,y

det
, and a matrix

dependent on the initial states from Eq. 1 used in the
protocol �̂ts = p

i,x
q
j,y

c
i,x

m,m0d
j,y

n,n0 .
We see that Eq. 2 can be written compactly as:

~pdet = �̂~e =) ~e = �̂
�1

~pdet (3)

where we additionally see that as long as �̂�1 exists, then
we can exactly solve for ~e. We note the basis ordering
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signal states vec(pi,x⇢i,x

A
)T ⌦vec(qj,y�j,y

B
)T . Since invert-

ibility of �̂ is equivalent to its rows being linearly inde-
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the true average signal state. Lastly, an approach for
finding a numerical lower bound on the Devetak-Winter
secret key rate [12] for MDI-QKD protocols is provided
by [13, 14]; their technique is in principle extendable to
noisy state preparation. In our work, we take a con-
ceptually simpler strategy of directly optimizing the key
rate formula from [15], which uses the bit, x and y phase
errors of qubits in a virtual picture of the protocol.

In the case state preparation noise can be trusted and
characterized, but perhaps not reduced, we provide here
a simple analytical and numerical toolbox for calculating
an optimal secret key rate. First, we provide a re-framing
of the tilted four-state loss-tolerant protocol which pro-
vides a method for fixing Eve’s degrees of freedom in the
secret key rate [8, 16, 17]. However, as the signal states
are mixed, the security also depends on how we treat
the trusted noise in the signal state generation. Typi-
cally, the security of QKD is analyzed in terms of Alice
and Bob’s ability to virtually distill maximally entangled
EPR pairs, since measurement of such pairs yields per-
fectly correlated keys, and by the monogamy of entangle-
ment, the results cannot be correlated with anyone else,
including Eve. However, it is known that a larger class
of states known as private states [18–21] are fundamen-
tally what is required to produce secret key. Formally,
private states can be constructed from an EPR pair if
Alice and Bob take ancillary shield systems they control,
and apply a “twisting” unitary operation between the
EPR pair and the shields, the condition being that this
twisting leave una↵ected the measurement results that
generate secret key. Since twisting does not change the
key, private states can then be understood as deflecting
some of Eve’s attack on the systems that generate key
to the shield systems. See Fig. 1 for a diagram of this
concept.

In our technique, we show that the mixing noise of
the signal states can be treated in a virtual picture as
being equivalent to Alice and Bob employing shield sys-
tems that can be used to decrease Eve’s knowledge of the
key. Completely within this virtual picture, we can ap-
ply unitary twisting operations to the shields to decrease
the phase errors of the protocol, increasing the secret key
rate. We provide simple semi-definite programs to find
the optimal twisting operations, yielding the optimal key
rate under this framework. Semi-definite programming
[22] has recently become a powerful tool for quantifying
the asymptotic security of QKD protocols [13, 14, 23–28].
While private states have been of significant conceptual
interest, as far as we are aware, this is the first application
of private states in a practical QKD setting. Finally, we
apply our technique to calculating fundamentally achiev-
able key rates in an MDI QKD protocol with randomized
modulation error in the state preparation procedure. We
note that our technique is applicable to a general class of
MDI QKD protocols in which Alice and Bob each employ
four qubit signal states; as we will see, so long as their

states do not fall in the same plane of the Bloch sphere
(which is easy to impose in practice), they can be sub-
ject to general asymmetric preparation noise. Moreover,
these signal states can be the single photon components
of phase randomized coherent states in a decoy state pro-
tocol.

CHARACTERIZING EVE’S STATE

We consider an MDI QKD protocol in which Alice and
Bob each prepare four mixed qubit signal states {⇢i,x

A
}

and {�j,y

B
}, that they will send respectively with prob-

abilities p
i,x and q

j,y to the central measurement node
controlled by Eve. Here, i = 0, 1, j = 0, 1 index two sets
of states Alice and Bob each independently choose from.
When Alice and Bob choose i, j = (0, 0) these are the
key generation states. All other settings i, j correspond
to test states used to constrain the phase errors. When
i, j = (0, 0), (x, y) correspond to their key bit values,
while for other combinations of (i, j), (x, y) simply index
which test signal states are being sent. Following the se-
curity proof of the loss tolerant protocol [8], we require
that the sets of states {⇢i,x

A
} and {�j,y

B
} each form a tetra-

hedron on the Bloch sphere, meaning the Bloch vectors
cannot all lie in the same plane [8]. In a decoy state pro-
tocol, these signal states correspond to the single photon
components of phase-randomized weak coherent pulses;
in the Supplementary Material, we provide steps for how
to use our technique within a decoy state protocol in the
asymptotic limit of an infinite number of decoys.
We now invoke that these are two-dimensional signal

states, so each can be fully characterized with two or-
thonormal basis vectors, which we can take without loss
of generality to be the polarization states |Hi , |V i:

⇢
i,x

A
�
j,y

B
=

VX

m,m
0
,

n,n
0=H

c
i,x

m,m0d
j,y

n,n0 |m,ni hm0
, n

0|
A,B

(1)

Under unitary evolution, each of these basis vectors
evolves to a (subnormalized) state in Eve’s possession as
well as a classical announcement, z, which we take to be
pass or fail: |m,ni

A,B
!

P
F

z=P
|ez

m,n
i
E
|zi

Z
. This pro-

cess generalizes simply to multiple announcement events,
such as which Bell state Eve claims to have detected.

The probabilities that Eve announces a round suc-
cessfully passed as a function of the signal states sent
p
i,j,x,y

det
= p(z = P |i, j, x, y), provide constraints on the

inner product of Eve’s vectors heP
m0,n0 |ePm,n

i
E
:

p
i,j,x,y

det
= p

i,x
q
j,y

VX

m,m
0
,

n,n
0=H

c
i,x

m,m0d
j,y

n,n0 hePm0,n0 |ePm,n
i
E

(2)

p
i,j,x,y

det
are observable quantities in the protocol, and they


