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Abstract

Instantaneous nonlocal quantum computation (INQC) evades apparent quantum and rela-
tivistic constraints and allows to attack generic quantum position verification (QPV) proto-
cols (aiming at securely certifying the location of a distant prover) at an exponential entan-
glement cost. We consider adversaries sharing maximally entangled pairs of qudits and find

low-dimensional INQC attacks against the simple practical family of QPV protocols based on
single photons polarized at an angle θ. We find exact attacks against some rational angles,
including some sitting outside of the Clifford hierarchy (e.g. π/6), and show no θ allows errors
larger than ' 5 · 10−3 against adversaries holding two ebits per protocol’s qubit.

QPV in general and QPVθ
We could rely on geographical position as secure credential.
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Unfortunately, for all PV protocols:

• Impossibility proof [3] in the classical setting: O(n) attacks for n-bit protocol

• More luck in the quantum setting?

– Secure QPV in the No-Preshared-Entanglement [2] and Random Oracle model [6].

–No information-theoretic security for unbounded adversaries: there are universal ap-
proximate attacks through INQC, ∼ O(28n) ebits [1].

–Polynomial cost for (some) structured protocols
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Any attack is specified by the unitaries V and U . By imposing specific requirements on
the output states |ψb(x, s)〉, we obtain necessary and sufficient conditions for the existence
of an attack in our model.
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For θ = π/4 attackers can perfectly win if |Φ〉 is a maximally entangled qubit pair [4].

Exact attacks
We generalize this “teleportation” attack by allowing maximally entangled qudits, and
numerically discover many more angles, of the form θ = π/k (and multiples), that can be
perfectly broken with small d. Conjectured pattern: dimension d breaks at least θ = nπ

2d .

d 2 3 4 5 6 7 8 9 10 11 12
k 4 2 8 4 8, 12 4 16 4, 6 20 4 24

Through a hypergraph-based represen-
tation of the hilbert space, we easily
(re)prove a result of Lau and Lo [5] about
dimensions d = 2, 3 being unable to
break anything but the BB84-like π/4
angle.

Approximate attacks
For d ≤ 5, we numerically optimize for the attack strategy minimizing the error.

0 π/8 π/4
0.000

0.005

0.010

0.015

0.020

0.025

0.030

0.035

d = 2

d = 3

d = 4

d = 5

perr(θ)

sin (π/8)2

d = 1

We also consider QPV(n), a variant of the protocol where multiple bases are used, in the
form of n equally spaced angles in [0, π/2].
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