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Conclusion and References

• We propose a QKD-based session key exchange protocol for 

MACsec: hierarchical and ephemeral.

• A hybrid key exchange provides a robust solution for quantum-

safe key exchange.

• We verified by experiments that the proposed protocol can be 

performed with a reasonable speed and latency.

S1. Hierarchical derivation of MACsec keys using QKD

QKD key delivery interface based on REST API: ETSI GS 014  
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Test Platform: P2P MACsec using QKD + PQC + DH key exchange 

S2. Hybrid ephemeral MACsec keys using QKD
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